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Abstract—In smart grids, smart meters are the metering de-
vices that are responsible for collecting users’ information about
their electricity consumption. Smart meters provide an effective
means for control center (CC) to monitor the power supply
and consumption in a timely and accurate fashion. However,
the collection of users’ metering reports through an untrusted
public network raises a serious privacy concern of users. Even
though a lot of privacy-preserving approaches that have been
proposed in the literature for secure data transmission, they
are not directly applicable to the scenario of collecting metering
reports in smart grids due to the limited computational resources
of smart meters and the networking environment of smart grids.
In this paper, we propose a lightweight privacy-preserving scheme
for metering data collection in smart grids. There are three
advantages of our proposed scheme: 1) Lightweight. There is no
need for users’ metering devices to carry out intensive encryption
and decryption operations. 2) No need of a trusted third party
for key generation and key management. 3) Scalability. Our
scheme can cater for large scale of users connected via public
networks. Experiment results show that the proposed scheme is
efficiently and lightweight and is suitable for privacy-preserving
data collection in smart grids.

Index Terms—Smart grid, privacy-preserving, metering

data collection.

I. INTRODUCTION

With the rapid development of industrial and economic
activities, the traditional power grid can no longer meet the
new requirements of fine-grained and accurate monitoring of
power generation and supply. A typical example of the failure
of the traditional power grid is the incident of power blackout
happened in the Midwest and Northeast of United States in
2003, which affected about 50 million people’s lives and
caused the losses of 6 billion dollars [1]. The main cause of
the incident is the lack of real-time monitoring and diagnosis
of the power system, which makes it difficult to distribute the
electricity in a more stable and low-cost way. Meanwhile, it is
also difficult for users to make better decisions on their power
consumption to save electricity bills.

Recently, the introduction of smart grids attracts much
attention due to many good features, such as self-healing,
Hexitle power generation and storage, and more customer
choices. The operation of smart grids heavily relies on accurate
and timely data reports about the power consumption from
consumers.
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Smart meters are the metering devices that are installed in
users’ houses or apartments. These smart meters are connected
to a Control Center (CC), which monitors the power con-
sumption of the entire region and controls power supply and
distributions. With the smart metering, a report about each
user’s power consumption and the quality of power supply,
such as the voltage and frequency, can be transmitted to the
CC in a real-time and periodical fashion, which facilitates the
CC to efficiently control the power production and distribution,
and to dynamically adjust incentive pricing schemes for power
saving purpose. Users can also schedule the running time of
their electric appliances, such as hot-water systems, electric
car charging systems, and washing machines, to save their
electricity bills. Although smart meters offer a number of
benefits, they also pose severe security and privacy-preserving
challenges. The detailed metering reports contain users’ power
consumption amount and patterns, which is private information
that may reveal users’ professions, life-style, and even social
activities. There is a growing need to protect users’ privacy in
smart grids.

Consumer privacy related guidelines have also been actively
debated in recent years [2]. In 2010, US Californias new smart
meter privacy law, the first of its kind, shows strong demands
for privacy protection for consumers energy consumption data
[3]. Similarly, there are many privacy-preserving approaches
that have been proposed in the literature in smart grids, such
as the methods of data aggregation based on homomorphic
encryption [4], [5], [6], transport protocols for establishing
multiple sessions among smart meters and the CC [7], [8], and
authentication schemes for data authentication between two
entities [9], [10]. However, these methods often use a trusted
third-party as the Certificate Authority and ignore the fact that
the smart meters are resources-limited. In this paper, we aim
at providing a privacy-preserving scheme for metering data
collection when considering both the limited computational
resources of the smart meters and the untrustable networking
environment of smart grids.

It is not a trivial issue to achieve privacy-preserving in
the collection of metering reports from users due to the
following limitations of the current metering systems in smart
grids: 1) The communication between users’ smart meters
and the CC is through untrusted public networks, which are
vulnerable to malicious attacks. 2) The computing power and



memory capacity of a smart meter is very limited. Thus, it
cannot run sophisticated encryption and decryption algorithms
that require powerful computation resources. 3) There is no
trusted third party (or authority) that can generate public
keys and private keys for users and distribute keys to them.
Therefore, conventional public key and private key encryption
and decryption techniques cannot be directly applied to this
scenario.

In this paper, we propose a lightweight privacy-preserving
scheme for metering data collection in smart grids, which
ensures secure data collection through the untrusted public
networks in smart grids. There are three advantages of our
proposed scheme: 1) Lightweight. There is no need for users’
metering devices to carry out intensive encryption and de-
cryption operations. 2) No need of a trusted third party for
key generation and key management. Our proposed scheme
only uses exchange of key materials between the user and the
CC to ensure the secure data transmission of metering reports.
3) Scalability. Our scheme can cater for large scale of users
connected via public networks. With our scheme, there is no
need for CC to keep and manage keys for users. All keys are
dynamically generated and disposed after use.

The rest of this paper is organized as follows. Section
IT discusses related work. Section III discusses the system
model and our design goals. Section IV presents our scheme.
Section V discusses how the proposed scheme meets our
design goals, and Section VI shows the experiment results.
Finally, concluding the paper in section VIIL

II. RELATED WORK

Data privacy protection in smart grids is an important
issue that attracts great attention from research communities,
because there are all various kinds of attacks in the smart
grids and not all the devices in smart grids are trusted. The
existing works on protecting privacy in smart grids can be
classified in three categories: 1) Privacy-preserving data ag-
gregation schemes; 2) Authenticated communication schemes;
3) Anonymization of the metering reports.

The typical examples of the privacy-preserving aggregation
schemes can be found in the literature [11], [12], [13], [14].
These schemes allow the control center (CC) to compute
over the encrypted data without the decryption key. Smart
meters encrypt the metering reports in a way that the CC
can decrypt their aggregation with the corresponding key, but
cannot decrypt the individual metering reports without the key
owned by each smart meter. To some extent, these schemes
might protect the single user’s data from leaking out. But the
CC can only receive the aggregation data, which is a limitation
for it to do data analysis for a single user.

The authenticated communication schemes aim to guarantee
the security of data communication between users and the
CC [15], [16]. But in this way, the storage cost in the users’
metering devices is high. The authors of the [15], [17] assume
that every 15 minutes the smart meters collect the data and
send 96 metering reports to the CC every day. Thus, smart
meters need to construct the 7-level Merkle hash tree with 128

leaf nodes to authenticate the corresponding path messages.
Although only 96 path messages are to be appended with the
encrypted form of 96 electricity metering reports, all the 128
path messages are stored in the smart meters. The author of the
[18] calculates the storage cost of a smart meter in this way is
14KB each day. It is a huge storage burden for smart meters,
because the smart meters own limited storage resources, such
as the 8 KB RAM, mentioned in [15].

Anonymization schemes are the methods that insert certain
noise into the metering reports to prevent illegal users from
interpreting the reports, but allow legal users to remove the
noise and extract the correct information. The typical schemes
can be found in literature [19], [20]. In these approaches,
the trusted third party (TTP) is always used to act as an
information relay and just passes data from smart meters to
the CC. The measurements are signed and encrypted by using
certificates and a PKI. TTP checks the validity of signatures
from the smart meters, then removes identifying information
about the smart meters. The remaining information is signed
with the certificate of the TTP, and sent to the CC in encrypted
form. These simple schemes achieve privacy for the users, but
are not suitable for our scenario which has no trusted third
party.

The methods presented above are not directly applicable
to our scenario of collecting metering reports in smart grids,
which has the limited computational resources of smart meters
and the untrusted networking environment. In this paper, we
aim at providing a lightweight privacy-preserving scheme for
metering data collection in smart grids through the untrusted
public networks.

III. SYSTEM MODEL

In this section, we introduce the metering data collection
model. And then discuss the adversary model and design goals.

A. Metering data collection model

As shown in Fig. 1, the system consists of three compo-
nents: users, the control center (CC) and a public network
that connects all users to the CC. Each user is represented
by a metering device that can execute some simple tasks,
send metering reports to the CC and receive instructions or
information from the CC. The CC is responsible for collecting
metering reports from users and making decisions on power
supply, distribution and pricing. Each user (so does the CC)
has an unique ID. The CC knows the ID of every user, which
can be done at the installation or registration time of users.
The CC also has a secret key, which is kept by itself. There
is no need of a trusted third party for key generation and key
management in our system. Let I D,, denote the ID of user u,
and D, and K. denote respectively the ID and secret key of
the CC.

B. Adversary model

We assume that the public network is vulnerable to mali-
cious attacks. It is honest but curious. By honest, it will strictly
follow the protocols of data transmission. By curious, it may
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Fig. 1.

Metering data collection model in smart grids.

steal metering reports for its own consumption or selling to
other illegal users.

Our purpose is to protect user’s privacy during the data
transmission through the untrusted public networks.

C. Design goals

In this paper, we focus on guaranteeing the secure metering
data collection in smart grids through the untrusted public net-
works. There are three goals in our design, privacy-preserving,
lightweight and scalability, as defined below:

Privacy-preserving: The metering reports between the users
and the CC cannot be revealed to the public networks.

Lightweight: The computing power and memory capacity of
a smart meter is very limited. The encryption and decryption
algorithm at the user side (i.e., running on the smart meters)
should be lightweight. It cannot support complicated encryp-
tion and decryption operations.

Scalability: The data collection scheme should be scalable,
because the number of users connected to the CC could be very
large. It is not practical to let the CC provide key management
operations for all users.

IV. THE LIGHTWEIGHT PRIVACY-PRESERVING SCHEME

For the metering data collection model in smart grids, each
user has an unique ID (/D,,). The CC knows the ID of every
user when the user is registered with it. All the metering
reports are transmitted through the untrusted public networks.
For each round of report collection, the scheme works in the
following steps:

1) The CC sends an initial request of collecting a metering
report to a user.

2) The user encrypts the metering report with one-time ses-
sion key and sends the encrypted report to the CC periodically,
until receiving further instruction from the CC.

3) The CC receives the metering report and decrypts it.

In the proposed scheme, we aim at providing a lightweight
privacy-preserving method for metering data collection in
smart grids through the untrusted public networks. We will
explain each step in our scheme in detail in the following
subsections.
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Fig. 2. The message during the metering data collection.

A. Initial request for metering report by CC

When the CC wants to collect the metering reports from a
specific user, it firstly sends the initial request to the user. As
shown in Fig. 2, the request (Request, ID., ID,,, Y,) includes
the request, ID of the CC and ID of the user and a key material
Y.. The CC knows the ID of every user after user’s installation
and registration. The CC generates an unique key material Y,
for each user, discussed in following.

In the metering data collection model, the CC has a secret
key, denoted as K., which is kept by itself. The CC first
generates a random number R. based on its secret key K.
and the user’s ID /D, by using a one time Pseudo Random
Number Generator (PRNG):

R.= PRNG(K.||ID,). (1)

This is with the similar concept of the Identity Based
Encryption (IBE). It takes the two unique parameters K. and
ID,, as the input, and then produces an unique output f2..
Since the user’s ID is different from each other, the R, is
always an unique number corresponding to the user. Therefore,
the CC can generate this R, to produce the unique decryption
key for decrying the metering reports from this user.

Finally, with this random number R., the CC generates the
key material Y, with the Diffie-Hellman key exchange method.
This method is used to generate the key materials at both sides
of the CC and the users:

Y. = gRC mod p, ()

where g and p is the element of the Diffie-Hellman key
exchange method.

B. Encryption of metering report by the user

When the user receives the request for metering reports from
the CC, in the format of (Request, ID., ID,, Y.), it uses the
symmetric encryption to encrypt the metering report and then
sends it to the CC. It generates the encryption key Key, to
encrypt the one-time metering report into ciphertext as follows.

The user first generates a timestamp ¢,,, and then generates
a psuedo-random number R, from ¢, and the /D, by using
the PRNG function:

R, = PRNG(t,||ID,). 3)



Note that ¢, is a timestamp, which will be changed each
time when the user sends a report.
Then it generates the encryption key Key,,:

Key, = YCR“ mod p, )

where Y, is the key material that CC sends to the user.
The user encrypts the metering report M by the encryption
key Key,:
Ciphertext = Egey, (M), (5)

where M is the plain text of a metering report.

The user also needs to produce the key material Y, for
the CC to generate the key to decrypt the metering reports.
The key material Y,, of user is generated following the Diffie-
Hellman key exchange method:

Y, = g™ mod p. (6)

As shown in Fig. 2, the user sends the report in the format
of (Ciphertext, ID., ID,, Y,) to the CC. Note that the user
always sends the ciphertext to the CC with the key material
Y., which enables the CC to generate the decryption key based
on it to decrypt the metering reports.

Each time when the user sends a metering report to the CC,
it always generates a new random number R, based on the
timestamp t,,, then produces the one-time encryption key. This
makes the data communication between the user and the CC
very secure, because each time it uses a new session key for
report encryption. Even a session key could be compromised
at a time point, it will not affect the secure communication
afterwards. This scheme guarantees the data security of the
metering data collection model in smart grids.

C. Decryption of metering report by CC

When the CC receives the metering report in the format
of (Ciphertext, ID., I1D,, Y,), it needs to generate the
decryption key Key, to decrypt the ciphertext. The generation
of the decryption key is as follows, which has similar process
of the encryption key Key,,.

The CC first recovers the random number R, based on the
user’s ID ID,,, as in Eq. (1). Then it generates the K ey, based
on the R, and Y,:

Key, = YURC mod p, @)

where Y,, is the key material sent from the user.
We can easily get Key, is equal to Key,, :
Key,. = YR mod p

u
= (9™ mod p

_ _RuxRc
=9

VB¢ mod p

mod p.

Recall the generation of encryption key Key,, at the user
side in the last subsection:

Key, = Y mod p
= (g% mod p)* mod p
RexRu

=g mod p.

We can see:
Key, = Key,. 8)

Thus, the CC can use the Key, to decrypt the metering
report and get the plain text M:

M = Ekey, (Ciphertext). 9)

Note that the CC generates the decryption key by the
recovered number R, and the key material Y,, from the user.
It is not necessary for CC to keep and manage keys for users.
All the keys are dynamically generated and disposed after use.
This is scalable for the CC to support a large number of users
connected via public networks.

Here gives a summary of our scheme. To collect the
metering reports, the CC sends a initial request (Request,
ID. ID,, Y,) to a specific user. When receiving the request,
user always encrypts the metering reports to ciphertext and
sends the (Ciphertext, ID., ID,, Y,) to the CC. The key
material in our scheme is used to exchange with the other
side to generate the encryption and decryption key. With the
symmetric encryption, the encryption key generation is the
same as the decryption key. Besides, the key varies from time
to time, which makes it impossible for the public networks to
decrypt the metering reports and protects the privacy of users.

V. SECURITY ANALYSIS

In this section, we will explain how our scheme achieves
the design goals of the privacy-preserving, lightweight and
scalability.

A. Privacy-preserving

The privacy-preserving in our scheme requires that there
would be a privacy-preserving way to transfer the metering
reports between the users and the CC through the untrust-
ed public networks. In our scheme, the encryption key is
generated by random number R, and key material Y. It is
because that the random number 7, is generated based on the
timestamp ¢, the public networks cannot get the timestamp
to recover R, to produce the encryption key. Similarly, the
decryption key is generated by using the random number R,
and key material Y,. R. is generated with the ID of users
and the secret key K. of the CC. Since the secret key K, is
confidential to the CC, public networks cannot recover the R,
to generate the decryption key to decrypt the metering reports.
Thus, the privacy-preserving is achieved in our scheme.

Furthermore, the encryption key is only one-time and dis-
posed after use. Each time before a metering report is encrypt-
ed, a new random number R, is generated by the timestamp
t,, at user side. Then the encryption key is produced. Since the
random number R, changes from time to time, the encryption
key will be different for each metering report. Even once
the encryption key is compromised, it will not affect the
secure communication afterwards. Our scheme guarantees the
security of the metering data collection model.



B. Lightweight

The lightweight in our scheme means that there is no need
for users’ metering devices to carry out intensive encryption
and decryption operations in our scheme.

When generating the encryption key, the user uses timestam-
p t. to generate the one time random number R,. Encryption
key Key, is generated by the one-time random number R,
and key material Y. There is nothing previous used to generate
the encryption key. It is obvious that users do not need to
carry out intensive operations of encryption in our scheme and
will finished every encryption efficiently. This is lightweight
for the users’ metering devices even though they have limited
computation power and memory capacity.

C. Scalability

The scalability in our scheme means that there is no need
for the CC to keep and manage keys for users, which make it
cater for large scale of users in smart grids. When decryption,
the R, is recovered only based on user’s ID and the secret key
K. of CC. It is no necessary for CC to generate the decryption
key using the priori information. All the keys are dynamically
generated and disposed after use. Thus, it is scalable for the
CC to support a large number of users in our scheme.

VI. EXPERIMENT RESULT

To further understand the computational performance of our
scheme, we present the detail implementation and evaluate it
in this section. We get the time of encryption and decryption
respectively through the simulation experiments.

A. Encryption Analysis at user side

Experiments have been conducted to study the efficiency of
our proposed algorithm. The user side executes the encryption
algorithm that has shown in Algorithm 1. The simulation
is carried out on an ARM single chip microcomputer with
100MHZ frequency. This is a close emulation of the CPU
embedded in metering devices.

Algorithm 1 Encryption algorithm for users

1: receive a request from the control center;

2: generate the random number R,:
PRNG(t,||ID.);

3: generate the encryption key: Key, = Y.%+ mod p;

4: encrypt the metering report M: Cliphertext =
Ekey, (M);

5: send the metering report (Ciphertext, ID., ID,, Y,) to
the CC.

R, =

Table I shows the computation time of the encryption of
different sizes of reports with different sizes of keys. First, we
focus on the encryption time of different sizes of keys in the
Table I. It can be easily seen that as the sizes of keys increase,
the time for encryption increases dramatically and the larger
the report size is, the faster the encryption time increases when
changing the sizes of keys. For instance, when the size of the
metering report is 1024 bytes, the difference in computational

TABLE I
TIME OF ENCRYPTION.

Time for encryption
Report Size | 16 bits key | 32 bits key | 64 bits key
64 bytes 16 ms 21ms 31ms
128 bytes 21 ms 31ms 95ms
256 bytes 31 ms 95ms 335ms
512 bytes 53 ms 175ms 655ms
1024 bytes 95 ms 655ms 1295ms

time between using the 16 bits key and 64 bits key is 1200ms
while the 64 bytes report is only 15ms. Thus, we can conclude
that using the 16 bits key is more efficient when the size of
the metering reports is large.

Note that the encryption key is changed each time of a report
transmission in our scheme. Even it is sometimes broken, it
will not affect the secure communication afterwards. Thus,
using the 16 bits key is sufficiently strong for our privacy-
preserving goal. Therefore, we conclude that using the 16 bits
key can better meet the efficiency, lightweight goals of user
side in smart grids.

Then we focus on the computation time cost in different
sizes of reports when using the same size of key in TABLE L.
In order to better study it, we take the encryption time of the
16 bits key as an example to draw line graph in Fig. 3.

From the Fig. 3, we can see that in the proposed scheme,
with increasing size of the metering reports, the total compu-
tation time increases nonlinearly. But the computation cost
is constantly low. For instance, even when the size of the
metering report is 1024 bytes, the cost is still a low value (only
95ms). Therefore, the proposed scheme enables the resource-
limited smart meters to encrypt more efficiently.

B. Decryption Analysis at the CC side

For the decryption, we implement the proposed scheme in
C Language and run it in the computer in Windows 7 OS.
The CC side executes the decryption algorithm as shown in
Algorithm 2. Similarly, we can see from the Table II that the
time spent in decrypting the reports is little. And the difference
in computational time between data sizes of 64 bytes and 1024
bytes is always less than 20ms no matter which size of keys are
used. That can be concluded that our scheme scales well for
typical amounts of data in the considered smart grids context.

Algorithm 2 Decryption algorithm for control center

1: send user a request of collecting the metering reports;

2: receive a metering report from a specific user;

3: generate the random number R.: R, =
PRNG(K.|[IDy);

4: generate the decryption key Key,.: Key, = Y, mod p;

s: decrypt the metering report: M = Ex., (Ciphertext).

From the aforementioned analysis, We thus conclude that:
1) The encryption key of 16 bits is sufficiently strong, and
efficient for a less powerful CPU. 2) As the metering reports’
size increases, time for encryption at user side increases
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TABLE II
TIME OF DECRYPTION.

Time for decryption
Report Size | 16 bits key | 32 bits key | 64 bits key
64 bytes 3 ms 6ms 10ms
128 bytes 5 ms 9ms 14ms
256 bytes 7 ms 12ms 18ms
512 bytes 10 ms 17ms 24ms
1024 bytes 16 ms 26ms 36ms

nonlinearly. 3) The decryption time in CC always remains at a
low level even though the amount of data increases. Therefore,
our scheme fulfills the goal of being scalable, lightweight
and efficient, which is suitable for real-time high-frequency
privacy-preserving data collection in the smart grids.

VII. CONCLUSION

In this paper, we propose a lightweight privacy-preserving
scheme for metering data collection in smart grids, which
ensures secure data collection through the untrusted public
networks. There are three advantages of our proposed scheme:
1) Lightweight. There is no need for users’ metering devices
to carry out intensive encryption and decryption operations. 2)
No need of a trusted third party for key generation and key
management. 3) Scalability. Our scheme can cater for large
scale of users connected via public networks. Through the
experiments, we found that: 1) The encryption key of 16 bits
is sufficiently strong, and efficient for a less powerful CPU. 2)
As the metering reports’ size increases, time for encryption at
user side increase nonlinearly. 3) The decryption time in CC
always remains at a low level even though the amount of data
increases. Therefore, our scheme is lightweight and is suitable
for privacy-preserving data collection in smart grids.
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